Your GDPR checklist for mobile

Achieving GDPR compliance shouldn't feel like a struggle. Below is checklist for mobile

that features all of the points you must consider when developing your GDPR strategy.

Prepare a data inventory across your fleet
[0 Have you run an audit of the permissions that apps have access to across your fleet?
[0 Are you aware where in the world your data is being transmitted to and from?

[0 Do you know what data is stored within each application in your fleet?

Implement appropriate security measures
[ Areyou able to perform a complete remote wipe of all device data if needed?
Have you implemented mobile phishing protection across your fleet?

Are your devices protected from malicious software?
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Do you proactively protect against network based attacks?

Perform regular vulnerability assessments

O

Do you monitor your fleet for risky configurations, such as devices that allow third party downloads?
Do you flag and update devices running an out-of-date OS?

Do you have a strategy for connections to insecure Wi-Fi hotspots?
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Do you have a policy for tracking known breaches that may affect your devices?

Implement a usage policy
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Have you enforced a robust policy on file sharing within your fleet?
Do you filter content based on risky and illegal websites outside the office (eg. gambling/adult)?

Does your web policy mirror your mobile data policy?
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Does your app policy mirror your web browser policy?

Know your data breach protocols

[0 Have you integrated mobile threat alerts systems within your wider security process?
[0 Do you have a system in place to escalate and communicate a breach within 72 hours of occurrence?

[0 Do you have an action response plan? A compliance team that are trained on best practice to remediate the effects of a breach

Educate your employees

[J Do you provide cyber security training across your organization?
[0 Do you offer training for how to spot a phishing attack on mobile?

[J Are employees aware of the fundamental best practices on data management?

Wandera can help with many of the points discussed above. To learn more about developing a GDPR

strategy for mobile get in touch with one of our security experts today: wandera.com/demo

Wandera is the global market leader in enterprise mobile security, delivered through its pioneering web gateway. Providing maximum
visibility into mobile data, Wandera goes beyond threat detection to prevent attacks and contain data leakage. The solution’s threat

Wa ndera intelligence is powered by MI:RIAM, a real-time security engine that analyzes the industry’s largest mobile dataset to uncover new

vulnerabilities and zero-day threats as they emerge.




