A guide to managing
LTE data usage on
Windows 10 devices
Devices are converging, as the lines between mobile and desktop continue to
blur. Against a backdrop of UEM for managing devices, many organizations
are equipping their employees with ways to stay online even when WiFi
is unavailable. This guide discusses the options open to the enterprise in
enabling remote LTE-powered working for Windows 10 devices.
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Introduction
There is a growing trend inside the modern enterprise to equip workers with devices that combine the benefits of Windows
10 processing power and productivity tools with the always-on connectivity of LTE devices.
These solutions - such as dongles, tethering and laptops with embedded SIMs - pose new challenges for the enterprise; none
more so than the mounting data costs these devices consume.
Wandera research shows that even half a day of remote working on LTE connections will cost almost $40 per user, posing a
significant accumulated cost to the business.
Innovative organizations are adopting new tools to set policies that carefully manage the consumption of data when
connected to metered networks.

For years, mobility has been at the forefront of IT innovation. It’s developed quickly and unpredictably, as the latest handsets and
the best practices to manage them continue to evolve. As we look towards 2019, the twin worlds of mobility and desktop are
starting to blend irreversibly.
Form factors have begun to converge, with ever-larger and more powerful phones starting to blend into the desktop category,
which has conversely seen the release of ever-smaller and more nimble machines. The newest devices are starting to look
remarkably similar as well, with Microsoft, Apple and Google’s flagship products almost impossible to distinguish.
It’s not only the devices either. The tools used to manage Windows devices (CMT) and mobile devices (EMM) have now merged
into what is now known as Unified Endpoint Management (UEM). This is reflected in research published by Gartner in 2018, which
switched out the EMM label in favor of UEM in its assessment of the market. This change is designed to acknowledge the reality
that organizations have a desire to manage all endpoints in the same way, from desktops running Windows 10 to iPhones running
iOS 11.
The crucial component in this trend, however, is that while mobile devices make use of SIM cards to provide always-on connectivity,
the vast majority of Windows-powered machines instead must rely on public WiFi networks to enable remote working. To overcome
this persistent barrier, enterprises have experimented with a number of different programs that meet the expectations of the
modern worker, such as the distribution of portable WiFi devices or by purchasing Always Connected PCs that feature embedded
SIMs.
Yet while all of these approaches come with obvious benefits, they also bring inherent challenges such as rising cellular data costs
and a difficulty in managing usage across different network types. This paper is designed to explore the issues surfaced by the
adoption of LTE-connected Windows 10 devices, as well as provide original research data on typical data consumption patterns
while using the operating system on cellular connections. It also features recommendations for solving common problems.
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Why connect with
cellular data?
“Ubiquitous internet access through high speed LTE can provide uninterrupted data support
without the hassle and reliability concerns of Wi-Fi and comes with a connected standby
experience where your data is ready when you need it.”
- RYAN SHROUT, FOUNDER AND PRINCIPAL ANALYST AT SHROUT RESEARCH

Laptops and notebooks have been
getting slimmer and more lightweight,
and hybrid 2-in-1 devices are growing in
popularity. These trends have meant that
the perks of desktop working - such as
using editing software or writing longform
documents - can now easily be enjoyed
almost anywhere, from trains and planes
to hotels and cafes. While mobility has
promised and delivered much, there
remains a significant volume of tasks that
are inherently more difficult to execute
on mobile: they are less powerful devices
with smaller screens and less flexible
interfaces.
The places in which employees typically
work remotely do offer some kind of
connectivity, often through freely available
public WiFi hotspots. So why are more
and more organizations embracing LTEpowered connections instead?

“Ubiquitous internet access through high speed LTE can provide uninterrupted data support without the
hassle and reliability concerns of Wi-Fi and comes with a connected standby experience where your data
is ready when you need it.”
- RYAN SHROUT, FOUNDER AND PRINCIPAL ANALYST AT SHROUT RESEARCH
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Types of WiFi networks
employees connect to
Wifi isn’t always available
It’s true that most food and entertainment venues now
feature free WiFi, as do many hotels and transport

WiFi can be unreliable

services. The reality is that these aren’t always available.

Even for those locations that do not charge for the

Often employees will find themselves in remote places

service, the experience for the user can be frustrating.

or otherwise somewhere without internet access. In the

For example, Transport For London offers free WiFi

always-on environment of the modern workplace, this

connectivity for all London Underground travellers

makes distant working effectively impractical.

but suffers from serious usability issues. Users lose
their connection when travelling between stations, and
must reauthenticate their connection multiple times a
day through a captive portal. This kind of experience is

1IN4

commonplace when using public WiFi hotspots, and slow,
unreliable connections can also make business tasks such
EMPLOYEES USE AN
INSECURE HOTSPOT
EACH MONTH

as conference calls practically impossible.

WiFi can be expensive
WiFi is difficult to control
When using network infrastructure outside the enterprise
perimeter, the organization isn’t in control of usage
or security policy. The worker is no longer under the
protection and oversight of the IT department, but
instead using the network of a small independent coffee
shop. This poses obvious problems, and parental controls
or gateways used by public WiFi may limit the productivity
of employees taking advantage of their networks.

While most institutions will offer free WiFi as a perk, it still
very much remains exactly that: a perk. Many hotels and
airports, for example, charge a premium for WiFi access,
or limit free usage to a short time frame. Data from HRS
suggests that around one third of European hotels charge
for WiFi, with the average cost of connectivity per hour
at almost $5. For an employee that works full working
hours from hotels for just 5 days a month, the cost to
the employer will be $200 - a significant price to pay for
remote working.

WiFi is a security risk
Perhaps the biggest problem in encouraging employees
to use public WiFi hotspots is the risk associated with
open and insecure networks. An alarming number of

12

AVERAGE NUMBER OF WIFI
CONNECTIONS PER DAY PER
EMPLOYEE

sites do not properly implement SSL certificates, exposing
sensitive data to interception by attackers using the same
connection. Some networks are even set up by hackers
sat in the same physical location as the victim. These
man-in-the-middle attacks pose a significant risk to the
enterprise, and is one of the key reasons why so many IT
teams are looking to LTE instead.

“Mobile data is more secure than Wi-Fi due to the encryption automatically applied to
CDMA/LTE and HSDPA/3G-based connections by mobile operators.”
PAUL LEYBOURNE, HEAD OF SALES AT VODAT INTERNATIONAL.
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Selecting a device
There are many different ways to embrace LTE connectivity for Windows 10 devices, with
most organizations adopting a mixed approach.

Tethering

Portable WiFi devices

Perhaps the simplest option is to encourage the use of

A similar setup is made possible by equipping users with

tethering. Many employees will have either a corporate-

portable WiFi devices, otherwise known as MiFi or dongles.

assigned or BYO device for mobile working, and practically

The advantage of this method is that a smaller number of

every handset now supports the use of personal

dongles can be kept specifically for travelling or remote

hotspots. Employees can tether their regular mobile data

employees on a shared basis. Challenges emerge when it

connection to Windows laptops, making use of existing

comes to allocating cost per employee or in the return of

data plans or pools.

loaned devices.

Embedded SIMs

Always Connected PCs

A growing number of Windows 10 laptops, such as the

The ‘ACPC’ is a new breed of notebook that aims to combine

Lenovo Thinkpad, offer an optional SIM card slot or

the perks of mobile and desktop computing, boasting

embedded SIM, providing a 24/7 online connection for

smartphone-grade battery and startup performance with

users without the need for external devices. In many cases

the raw processing power and functionality of traditional

these are not permanent parts of the hardware but can

laptops. They also embrace the latest embedded SIM

be switched out as required. Large professional services

technologies to maintain 24/7 connectivity. This market

firms have been investing heavily in this area, ensuring

is growing faster than almost any other segment of the

that all employee laptops have the ability to connect using

personal computing space, with IDC predicting a 12%

LTE wherever they are.

growth rate through 2022.
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Research on
Windows 10 data usage
Whichever solution is adopted by the enterprise, there is inevitably a price tag attached. The cost of improved mobile working
means a significant increase in mobile data consumption. Productivity tools like Skype have become an integral part of modern work
environments, but rely on intensive data use - especially if video functionality is also used.
To understand more about the true cost of always-on computing on Windows 10, the Wandera research team conducted a series
of lab tests on a variety of Windows devices. Arriving at an exact figure for each application or service is close to impossible, due to
the vast number of variations at play. For example, data usage rates vary meaningfully depending on the device, the browser and a
host of other factors. There are further criteria to consider too, such as how many people are on the Skype call (which impacts data
usage by a further 10% per person) or the type of emailing activity someone conducts in Outlook (one attachment could be gigabytes
alone, for example).
For the purposes of this research, the Wandera team have made assumptions about typical user behaviour. To mitigate anomalous
results, each application was tested multiple times on multiple devices, with the results averaged to obtain more consistent findings.

Conferencing

Updates and processes

SKYPE CALL WITH VIDEO
1.2GB PER HOUR
$9.60 / £2.40

SOFTWARE UPDATES
3.3GB ON AVERAGE
$26.40 / £6.60

SLACK VIDEO CALL
0.75GB PER HOUR
$6.00 / £1.50

DOSVC
1.9GB ON AVERAGE
$15.20 / £3.80

ZOOM VIDEO CALL
2GB PER HOUR
$16.00 / £4.00

APP STORE UPDATES
0.37GB ON AVERAGE
$2.96 / £0.74

ZOOM AUDIO CALL
0.07GB PER HOUR
$0.56 / £0.14

BACKGROUND PROCESSES
0.3GB PER DAY
$2.40 / £0.60

Communication

Media streaming

SLACK TEXT ONLY
3MB PER HOUR
$0.24 / £0.06

NETFLIX
2.3GB PER HOUR
$18.40 / £4.60

SLACK WITH MEDIA
0.5GB PER HOUR
$4.00 / £1.00

SPOTIFY
0.2GB PER HOUR
$1.60 / £.0.40

OUTLOOK
8.8MB PER HOUR
$0.70 / £0.18

YOUTUBE
1.4GB PER HOUR
$11.20 / £2.80

*costs per GB taken from averaged data plans on top 4 network operators in the US and UK.
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Clearly, the cost of LTE connectivity can quickly rise. A two hour Zoom call costs an organization $32 - which may vary depending
upon the specific data plan it is using, but will ultimately amount to something similar in the long run.
In fact, wider initiatives to enable always-connected remote working pose a significant cost over time, as more devices are rolled
out and adoption grows. Working on the go is rarely a full 9-5 day. Instead, it is more likely to be a blend of emailing, calls, streaming
and other activity over the course of a few hours throughout a working day. Wandera tests suggest that typical Windows 10 usage
over 4 hours in a given day will cost the enterprise around $36.70 in the US, or £9.18 in the UK, even without accounting for major
Windows updates. Over the course of a year, this can easily amount to thousands of dollars in data costs - plus many thousands
more in unwanted recreational usage on work-assigned LTE laptops.

Challenges
Cost is not the only barrier to organizations wishing to embrace these technologies. IT and security leaders have largely yet to
resolve content filtering issues, whereby internal acceptable usage policies are difficult to enforce when employees leave the four
walls of corporate infrastructure. Short of tunneling all traffic back through web gateways or VPNs, there is little to stop employees
from accessing inappropriate content while using LTE connections. Similarly, access to high risk content is unrestricted when not
using WiFi.
This is further complicated by the fact that often administrators will want to create different policies for different network types
and for particular individuals. For example, perhaps an organization is happy for an employee to enjoy unrestricted access to
all Windows 10 services while on WiFi or tethering their unlimited data plans, but keeps access tightly restricted when using a
metered connection via a dongle. Another example might be a law firm that wishes partners to have more liberal policy controls
than junior members of staff. A lack of visibility or control into how data is being used on LTE connections makes these issues
more pronounced.
These factors, along with understandable concerns about the high fee that comes with embracing these technologies can make
life difficult for an enterprise. So what can an enterprise do to enjoy the benefits of always-connected working without the risk of
huge data costs and other issues?
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A solution
Wandera has designed its Exten product to meet these challenges head on. With Exten, enterprises can enable remote working
without the associated risk factors, no matter the device (mobile or laptop), no matter the connection (4G or WiFI) and no matter the
location (domestic or roaming).
This new product offers organizations a means to manage data across all of their endpoints as a natural counterpart to UEM
solutions.
Exten provides features that give back control when using cellular connections with Windows 10, whether that’s through tethered
devices, metered connections or internal SIMs.

CAP DATA USAGE BY NETWORK

BLOCK UNWANTED SERVICES FROM USING DATA

Set smart limits on the amount of data that can be used by each

Create policies that prevent background processes from consuming

specific network. Powerful whitelisting and blacklisting features mean

your cellular data plan, such as cloud storage syncs or system

essential services can still be accessed.

updates.

SET SMART POLICIES AROUND ACCEPTABLE USAGE

GET USAGE ALERTS FOR BOTH ADMINS AND USERS

Limit access to services like Spotify or Netflix that can cause

Take advantage of a customizable range of alerting features that

unnecessary data costs. These policies can be by geography, by

notify users when they are approaching data limits or if services are

network, by team or by context.

draining data quickly.

Exten
24/7 reporting
SCCM integration
Highly customizable policies
Co-existence with proxy and VPN
Dynamic policy updates
Usage notifications

Exten is the first ever LTE data control solution for Windows 10 devices.
To try it for your own Windows 10 fleet, request a trial by visiting

wandera.com/demo
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Wandera is a leading mobile security company, providing multi-level protection against cyber threats for users, endpoints, and corporate
applications. Security teams worldwide rely on Wandera to eliminate threats, control unwanted access, prevent data loss and enhance user
privacy. The company pioneered the application of data science to tackle the complex challenges of mobile security with MI:RIAM, the
industry’s most effective threat intelligence. Recognized by analysts and trusted by thousands of enterprise customers, Wandera was founded
in 2012 and is headquartered in San Francisco and London. To learn more visit www.wandera.com, or follow on LinkedIn and Twitter.

